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1 Application

Overview of bootloader
variants

INFORMATION

“Pilot ONE® Flasher” is a PC application under Microsoft Windows (Vista, 7, 8, 10). It offers the fol-
lowing options:

= Downloading the latest firmware version from the Huber Update Server.
(See also on page 10, section »Downloading the Pilot ONE® firmware«).
= Unzipping the firmware files for flashing via USB stick.
(See also on page 13, section »Flashing with USB flash drive«).
= Flashing Pilot ONE® with a new firmware version.
(See also on page 10, section »Flashing Pilot ONE®«).

Flash
Mode
activated

Flash
FlﬂSh Mode

Mode activated

activated

o

&>

&

This Pilot ONE® bootloader version does This Pilot ONE® bootloader version does support flashing from
not support flashing from the USB flash the USB flash drive.
drive.

Flashing the Pilot ONE® firmware requires a Windows PC with a USB port (Type A), and a USB con-
nection cable, which has a mini-USB connector (Type Mini B).

You can unzip the downloaded firmware files on a USB flash drive too. Use this USB flash drive to
perform the flash process directly at the Pilot ONE®. This process is available from Pilot ONE® boot-
loader version Pilot_ONE.07.20160316.0. You can read out the current boot loader on the Pilot ONE®
(category: Service > Software Version).

You need an Internet connection to download the latest firmware.

Pilot ONE® Flasher supports the following languages:

= English
= German

The language selected during the installation process corresponds to the Pilot ONE® Flasher applica-
tion language. This setting can be changed later in the program.

V1.5.0en/28.04.16//16.04 Errors and omissions excepted. Pilot ONE® Flasher



huber

MANUAL Chapter 2

Ensure Pilot ONE® is not connected to the PC before starting the installation process. There are two
installation variants available. However, it is recommended to use the installer that supports digitally
signed firmware packages. This variant ensures the reliable use of firmware files.

= Using firmware packages with a digital signature
“install_Pilot_ONE_Flasher_01_yyyymmdd_i_enc.exe”

= Using firmware packages without a digital signature
“install_Pilot_ONE_Flasher_01_yyyymmdd_i_noenc.exe”

The Pilot ONE® Flasher version is indicated by y (year), m (month), d (day) and i (Index).

INFORMATION  You must uninstall an existing Pilot ONE® Flasher version before installing a new version. This unin-
stalls the USB driver too. What applies to the installation process applies to the deinstallation pro-
cess too: Pilot ONE® must not be connected to the PC during the deinstallation process.

The installation process is divided into two sections.

> 1. Installing the software “Pilot ONE® Flasher”.
> 2. Installing the USB DFU driver “libusb-win32”.

INFORMATION  You may disable the “DFU driver” component during installation if Pilot ONE® Flasher is only used
for downloading and unzipping the firmware files to a USB flash drive. This skips the driver installa-
tion and no administrator rights are required for installation.

INFORMATION  Enforcing the driver signature must be disabled before the installation process when installing Pilot
ONE® Flasher under Windows 8 or later. The driver cannot be installed if this step skipped. This
procedure can be found on page 23, section »Reason: Driver Signature Enforcement is enabled«.

You must positively confirm this security message, if it appears during the installation of the driver
software (install driver software anyway).

Windows Security _
Message red Windows Security s

@ Windows can't verify the publisher of this driver software

= Don'tinstall this driver software
You should check your manufacturer's website for updated driver software
foryour device,

=¥ Install this driver software anyway
Cnly install driver software cbtained frem your manufacturer's website or
disc. Unsigned software from other sources may harm your computer or steal
information.

A Hide details

The driver software you're attempting to install does not have a valid digital signature that
wverifies whe published it, and could potentially be malicious software, You should only
install driver software from publishers you trust. How can I decide which device software is
safe to install?

Pilot ONE® Flasher Errors and omissions excepted. V1.5.0en/28.04.16//16.04
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Device Driver. Installation Wizard

Completing the Device Driver
Installation Wizard

The drivers were successfully installed on this computer.

Y'ou can now connect your device to this computer. If vour device
came with ingtructions, please read them first.

Criver Mame Statuz
w libusb-win32 (lbusb0] k...  Ready to use

[ Finish ][ Cancel ]

A system reboot is recommended after a successful installation so that the USB driver can be updat-

ed.

Errors and omissions excepted.
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3 Downloading the Pilot ONE® firmware

You can use Pilot ONE® Flasher to download the latest firmware version from the Huber Update
Server.

Use the “Search ...” button to connect to the server. This requires a working Internet connection.

Pilot ONE®-Flasher —
Download ilot ONE Flasher,
Help  Advanced

Search For lakest firmware at Huber Update Server

Expert Made [

Download Status

Current Progress

0%

The available firmware is determined. You can then download and store it locally.

3.1 Expert Mode

Use “Expert Mode” to search for a specific firmware version on the Huber Update Server. However,
only select it in consultation with Customer Support. Optional: Enter the user ID in the dialog box
that opens if Customer Support provided one.

Pilot ONE® Flasher —
“Expert Mode” B

=

Help  Advanced

wver successful Search...

Expert Mode

[ OK J[ Cancel ]

[ 0%

To do so, enable “Expert Mode”. Use the “Search ...” button to connect to the server and available
versions will be displayed. Select the desired version and press the “OK” button to start downloading
this version.

Pilot ONE® Flasher Errors and omissions excepted. V1.5.0en/28.04.16//16.04
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3.2 Overview

Pilot ONE® Flasher —
Overview “Download”

Pilot ONE®-Flasher —
“Download complet-
ed!”
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Help  Advanced

| Flash | Download | USEDrive |

Login ko Huber Update Server successful

Expert Mode

Download Status

:/Dokumente und Einstellungen/rb/Desktop

Current Progress

[1]

Download §1/2)  Pilot_OMNE_NO07_12_060_0927.05,zip.gpg [2]

3]

14%

[1] Display of the directory in which the files are stored.

[2] Display of the file name of the currently downloading file.

[3] Progress indicator for the current file.

The successful download is indicated by the message “Download completed!”

You can now use the downloaded firmware files to flash Pilot ONE® (see page 10, section »Flashing

Pilot ONE®«).

Errors and omissions excepted.
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4 Flashing Pilot ONE®

4.1 Pilot ONE® Flash Mode

Overview of bootloader
variants

Interfaces: USB 2.0
device interface (flash-
ing with PC, Mini-B
plug); USB 2.0 host
interface (flashing with
USB flash drive, plug A)

Pilot ONE® Flasher

Flash Flash
Flash Mode Mode
Mode activated activated

activated

&

This Pilot ONE® bootloader version does This Pilot ONE® bootloader version does support flashing from
not support flashing from the USB flash the USB flash drive.
drive.

You must start Pilot ONE® in Flash Mode to start the flash process. Touch the touchscreen with 3
fingers within 3 seconds of switching on. Flash Mode will be activated and “Flash Mode activated” is

indicated.

[ % | e

Errors and omissions excepted. V1.5.0en/28.04.16//16.04
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4.2 Flashing with USB flash drive

You can flash the Pilot ONE® firmware via a USB flash drive directly at the Pilot ONE® in addition to
flashing via a USB cable. To do so, unzip the firmware files to a (FAT32 formatted, min. 300 MB free
memory) USB flash drive first.

4.2.1 Unzipping the firmware

Pilot ONE® Flasher —
“Unzipping”

Help  Adwanced

| Flash Il Download | USB Drive i

Please select firmware and write files to ush drive

! | [ Search...

Select firmware file Start

UISE Write Status

Current Progress

[ 0%

To unzip the firmware onto a USB flash drive, proceed as follows.

» Connect a USB flash drive to the PC.

> Use the “Search ...” button to select the firmware version you want to unzip onto the USB flash
drive. The following files are required:
Pilot_ONE_07_yyyymmdd_i.OS.zip.gpg or Pilot_ONE_07_yyyymmdd_i.OS.zip
Pilot_ONE_07_yyyymmdd_i.PR.zip.gpg or Pilot_ONE_07_yyyymmdd_i.PR.zip
Both files must be available in the same folder. Only one of the two files needs to be selected for
the selection process (the other file is automatically added).

» Click the “Start” button.

» Select the USB drive.

» The files are unzipped into the folder “.huber-update” on the USB flash drive.

The following information appears when the unzipping process has been completed.

Y INFO X
*, Extracting completed:
\;5,) 1:/.huber_update
Please insert the USE Stick on Pilot ONE®.

Start the device and activate flash mode on Pilot OMEE. Flashing process should start
automnatically!

Mote: If flashing process does not start aukomatically, the bootloader of Filot ONEE

might be too old,

V1.5.0en/28.04.16//16.04 Errors and omissions excepted. Pilot ONE® Flasher
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4.2.2

Overview of bootloader
variants

Pilot ONE® Flasher

Flashing Pilot ONE®

Chapter 4

Flashing on the Pilot ONE®

You must start Pilot ONE® in Flash Mode to start the flash process. The USB flash drive with the Pilot
ONE® firmware must be plugged in to automatically start the flash process.

» Connect the USB flash drive with Pilot ONE®.

> Switch on Pilot ONE®.

» Touch the touchscreen with 3 fingers within 3 seconds of switching on.
Flash Mode will be activated and "Flash Mode activated" is indicated.

Flash Flash
F|C]5h Mode Mode
Mode activated activated

activated >

&

Mit dieser Pilot ONE® Bootloader-Version Mit dieser Pilot ONE® Bootloader-Version wird das Flashen
wird das Flashen vom USB-Stick nicht vom USB-Stick unterstitzt.
unterstiitzt.

» The flash process automatically starts after 10 seconds, if the unzipped firmware files have been
detected on the USB flash drive. Do not switch off Pilot ONE® during the flash process.

» On successful completion of the flash process, Pilot ONE® reports:
“Software update successful. Please restart the machine...”

Success!

» Turn off Pilot ONE®, remove the USB flash drive and restart Pilot ONE®.

Errors and omissions excepted. V1.5.0en/28.04.16//16.04
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43.1

Wizard for searching
new hardware - do not
connect to Windows
Updates

Wizard for searching
new hardware - auto-
matically installing
software
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Flashing with a PC

USB driver activation

The new hardware is automatically detected and the Wizard (only Windows XP) for finding new
hardware is started the first time you connect Pilot ONE® to a USB port after installation. Depending
on the operating system, the driver activation is automatic. Make the following selections in the
Wizard:

1. Do not connect to Windows Updates

Found New Hardware Wizard

Welcome to the Found New
Hardware Wizard

whindows will zearch for curent and updated software by
looking on your computer, on the hardware installation CO, or on
the Windows Update ‘\Web site [with your permission).

Eead our privacy policy

Can ‘Windows connect to *Windows Update to search for
software?

0 es, this time orily

(3 ez, now and every time | connect a device

%) No. nat this time:

Click Mext to continue.

Mext > ][ Cancel

2. Automatically installing the software - USB DFU is installed

Found New Hardware Wizard

Thiz wizard helps you install software for:

LISE DFU

:\l'l} If your hardware came with an installation CD

“2i= or floppy disk, ingert it now.

‘what do you want the wizard to do?

| () Ingtall the software automatically [Fecommended)
() Install rom a list or specific location [Advanced)

Click Mext to continue.

< Back " Mext > ][ Cancel

After installing the driver, a message appears (on all Windows versions) that the driver software for
the USB DFU device (Device Firmware Update) has been successfully installed and is ready to use. It
is recommended to use the same USB port for flashing. This makes it unnecessary to repeatedly set
up the device driver.

You can use Windows Device Manager (Control Panel - System - Hardware - Device Manager) to
check whether the driver has been properly activated.

Errors and omissions excepted. Pilot ONE® Flasher
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Device Manager —
Activation verification

Pilot ONE® Flasher

Flashing Pilot ONE®

Chapter 4
OK Error when installing the driver

File  Action Wiew Help File  Action Wiew Help

W& 2HE A -0 WS 2E A
I+ j Computer [+ _é Computer
[+ g Disk drives [+] =g Disk drives
[+ @ Display adapters [+] i§ Display adapters
[ 2 DYDJCD-ROM drives [#] 2 DYDYCD-ROM drives
[+-(=% Floppy disk controllers (4= Floppy disk controllers
- Floppy disk drives -3 Floppy disk drives
[+ & Human Interface Devices [+ @ Human Interface Devices
[+-(=% IDE ATAfATAFI controllers [+]-(=% IDE ATAATARI controllers
[+ ‘& Keyboards [+ Z Kevboards
= %ﬁ libusb-win3z devices [ ﬂﬁq libusb-win3z devices

&2 1USE DFU & UsE DFU

1+ ) MMice: and other pointing devices [+ _J Mice and other pointing devices
% Moritors [+ % Moritors
[+ B8 Metwork adapters [+ EE) Metwork adapters
- S Ports (COM & LFT) - 5 Ports (COM & LPT)
[+ % Processors [+ %% Processors
=@, sound, video and game cortrollers [+ 8, sound, video and game contrallers
[+] - Storage wolumes [+ Storage volurmes
[+ i System devices [+ i Swstem devices
[+ é Universal Serial Bus contrallers [+ é Universal Serial Bus contrallers

You can try to activate the driver manually, if the driver installation was faulty (right click on USB
DFU - Update Driver) or uninstall the software and start the installation process again. Make sure
to follow the installation requirements:

= Do not connect Pilot ONE®.
= The driver installation must complete successfully.

Errors and omissions excepted. V1.5.0en/28.04.16//16.04
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4.3.2 Starting to flash Pilot ONE®

Pilot ONE® Flasher —
“Flashing”

INFORMATION

Use the “Search ...” button to select the file to be used for the flash process.

Help  Adwanced

Flash | Download | USB Drive

Folder

| [ Search...

Select Firmware File Update

Update Status

Current Progress

[ 0%

The following files are required:

= Pilot_ONE_07_yyyymmdd_i.0S.zip.gpg
= Pilot_ONE_07_yyyymmdd_i.PR.zip.gpg

If you use Pilot ONE® Flasher without a digital signature, the following files are required:

= Pilot_ONE_07_yyyymmdd_i.OS.zip
= Pilot_ONE_07_yyyymmdd_i.PR.zip

The version number is indicated in the file name by y (year), m (month), d (day) and i (Index).

Both files must be available in the same folder. Only one of the two files needs to be selected for the
selection process (the other file is automatically added). The current firmware version is compared
with the selected firmware version if both files exist and are valid. You can start the flash process by
pressing the “Update” button, if a connection already exists to Pilot ONE®. You must first establish a
connection to Pilot ONE® and confirm it by pressing “Connect”, if no connection exists to Pilot ONE®
at this time.

For a flash process to be successful, it is necessary to not add or remove any other USB devices
during this time. This can otherwise and often does causes a break in communication and an incom-
plete transfer of the firmware. Also make sure that the connection to Pilot ONE® is not disconnected
during this process and do not turn off Pilot ONE®.

V1.5.0en/28.04.16//16.04 Errors and omissions excepted. Pilot ONE® Flasher



I"ll"}l' Flashing Pilot ONE®

MANUAL Chapter 4

4.3.3 Overview

Pilot ONE® Flasher —
Overview “Flashing” ot ONE Flasher

Help  Adwvanced

Flash i-li.)-ownioa& ._ USE Drive

Faolder

|0 {FLASH{Pilat_ONE{Pilat_ONE_YO7_12_080_1116.05,2ip.0pg || search..,
Files found
Update Status

Flashing firmware stage #1 - File 2/4 [1]

huber-image-at91sam9g4Sek, squashfs, ubi.sys [2]
KEvtes written 13846/38953 [3]

Current Progress [4]
[IIII-IIIIIII-IIII. ]44%
Tatal Flashing Progress [5]
[(TTITTTTTTTTTT | 352

[1] Index of the current file | Total number of files
[2] Name of the current file

[3] Transferred kilobytes | Total kilobytes

[4] Progress indicator for the current file.

[5] Progress indicator for the entire flash process

The message “Flashing completed” indicates the flash operation has been completed successfully.

Pilot ONE® Flasher —
“Flashing completed”

= Flashing Completed
1 Restart Pilot OME

You can now turn off Pilot ONE® and disconnect the USB cable. The updated firmware is activated
once after switching on Pilot ONE® in Normal Mode.

4.3.4 What to do in case of an Abort

Proceed as follows, if the flash process has been aborted by the user or an error.

» Switch off Pilot ONE®.

» Switch on Pilot ONE® again.

» Touch the touchscreen with 3 fingers within 3 seconds of switching on.
Flash Mode will be activated and “Flash Mode activated” is indicated.

» Restart flashing Pilot ONE® (see page 10, section »Flashing Pilot ONE®«).

Pilot ONE® Flasher Errors and omissions excepted. V1.5.0en/28.04.16//16.04
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5 Pilot ONE® bootloader

INFORMATION

Pilot ONE® bootloader —
“Flash Bootloader”

V1.5.0en/28.04.16//16.04

In certain cases it is necessary to flash the Pilot ONE® bootloader in addition to performing the
standard flash process. However, this process should be done wisely and only when suggested by
Customer Support.

Pilot ONE® cannot start correctly if an error or crash occurs during such a flash process. Further-
more, no new flash process will be possible. In this case, Pilot ONE® must be returned for servicing
to be reset to the factory configuration.

You can flash the Pilot ONE® bootloader only via the USB connection cable. Flashing via USB flash
drive is not supported.

A Wizard opens via the menu item “Flash Bootloader”-> “Advanced” and leads through the further
procedure.

& Pilot ONE Flasher,

Flash i Download | USE Drive |

Search Zip Files

v HTTP Download Folder

| | [ Search...

Select firmware file Update

Update Status

Current Progress

0%

The home page of the Wizard shows the most important information for flashing the Pilot ONE®
bootloader. You must check the boxes and thus confirm having read this text. Then you get to the
selection page of the Wizard. It contains two options:

= Downloading the current Pilot ONE® bootloader and the current Standard Pilot ONE® firmware
= Flashing the Pilot ONE® bootloader and firmware

Errors and omissions excepted. Pilot ONE® Flasher
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5.1 Downloading the Pilot ONE® bootloader

Pilot ONE® bootloader —
“Download Progress”

Pilot ONE® Flasher

You must download the latest version of the bootloader from the Huber Update Server before flash-
ing the Pilot ONE® bootloader. This requires an existing connection to the Internet.
You can use the downloaded bootloader file for flashing immediately or at a later time.

The Pilot ONE® bootloader file is named as follows

= Pilot_ONE_07_yyyymmdd_i.BL.zip.gpg

When using the Pilot ONE® Flasher without a digital signature

= Pilot_ONE_07_yyyymmdd_i.BL.zip

The version number is indicated in the file name by y (year), m (month), d (day) and i (Index).

The latest firmware is downloaded in addition to the current Pilot ONE® bootloader. It should be
noted that there is generally a difference between the bootloader version and the firmware version.
Clicking on the “Download” button connects to the Huber Update Server. The current version of the
Pilot ONE® bootloader is displayed upon successful connection. Select the destination directory to

download it to and the download will start. The latest available Pilot ONE® firmware version is dis-
played when the download is complete. You can download it too.

huber

Start 'Download’ to get the latest Pilot ONE® boat loader version
From Huber Update Server.
After Download click 'Mext' to start Flashing o ‘Cancel to dose the wizard.

Selected Directory | GifDokuments und EinstelungeniibiDeskion | [ abort |

Book Loader Download

Login to Huber Update Server successful
Download (1f1)  Pilot_OME_WO7_12_060_1113.55.zip.gpg

Download progress

LLLLLLL] 20%

« Barck Iext = Cancel

You can either start flashing or stop the Wizard when the download completed successfully.

Errors and omissions excepted. V1.5.0en/28.04.16//16.04
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5.2 Flashing the Pilot ONE® bootloader

Pilot ONE® bootloader —
“Flash Bootloader”

The following points must be checked before flashing the Pilot ONE® bootloader can be started:

= |s the current version of the Pilot ONE® bootloader available?

= |s a Pilot ONE® firmware available?

= |s the hardware used, the PC with USB port (Type A) and USB connecting cable (Type A / Type
Mini-B), in good working condition? This should be the case, if previous flash operations were per-
formed without problems.

Make sure the connection between PC and Pilot ONE® is not disconnected during the flash process.
Furthermore, the flash process should not be aborted prematurely. The flashing procedure corre-
sponds to the standard flash process.

The Pilot ONE® bootloader file to be used must be selected before the flash process can be started.
The pilot ONE® firmware to be transferred after the bootloader is then selected. The flash process is
started by clicking the “Update” button when all files are available and a connection to Pilot ONE®
exists.

huber

Select the Pilot OME® boot loader and firmware files and dlick ‘Update’
to start the Flashing process.
After Flashing click 'Finish' to close the wizard,

Pilat ONE® book loader and firmware file

éEinstel\ungenp’rb,iDesktupriIDt?ONE?D??ZD1301 16_0_D.BL.zip.gpg Select...

16 EnstelungenrbiDestiop/Piot_ONE_07_20130103_1.05.26.p3
Boot Loader Update
Flashing firmware stage #0 - File 2/6
u-boot-atd 1 sam9g45ek.bin, svs
KBytes written 110/39731
Current Progress

(5 ] 48%

Total Flashing Progress  Time Remaining  26:24
( ) 0%

= Back Finish Cancel

The Wizard is stopped by pressing the button “Finish” after flashing completed successfully. Pilot
ONE® must be switched off and then restarted to accept the changes.

V1.5.0en/28.04.16//16.04 Errors and omissions excepted. Pilot ONE® Flasher
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6.1 No USB device found in DFU mode | Device not found after
RESET

MANUAL
6.2
6.3
6.4

INFORMATION
6.5

Pilot ONE® Flasher

This indicates a problem with the driver or USB port used, provided the connection to the USB con-
nection cable was not disconnected and Pilot ONE® was not switched off. These are the solution ap-
proaches:

Switch Pilot ONE® off and on again. Activate the Flash Mode and repeat the flash process.
Check whether the driver is correctly displayed in the Device Manager

(Control Panel = System -> Hardware - Device Manager)

libusb-win32 devices ? USB DFU

Establish a connection using a different USB port (the driver might have to be newly set up)
Restart the PC.

Uninstall and reinstall Pilot ONE® Flasher.

Device not connected

This indicates a faulty installation / activation of the driver, provided the connection to the USB con-
nection cable was not disconnected and Pilot ONE® is in Flash Mode. Verify this in the Device Man-
ager (see page 13, section »USB driver activation«) or optionally uninstall the software and start the
installation process again (see page 8, section »lInstallation | Deinstallation«).

More than one USB device in DFU mode

Several devices in DFU mode are connected via USB. Ensure only one device is connected and repeat
the flash process.

Disconnection during the flash operation

Among other causes, a faulty USB port or USB connection cable may cause disconnection during the
flash operation. Note the maximum cable length (3 meters) for USB communication.

Remove redundant (e.g. Ethernet) cables during the flash process.

Restriction

Do not use the Pilot ONE® Flasher in a virtual operating environment.

Errors and omissions excepted. V1.5.0en/28.04.16//16.04
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6.6 You cannot install the driver under Windows 8 / Windows 10

6.6.1 Reason: Driver Signature Enforcement is enabled

INFORMATION  The following steps must be performed before the Pilot ONE® Flasher installation program is start-
ed.

The following steps turn off Driver Signature Enforcement:

» 1. Press the “On/Off” button and click “Restart” while holding the Shift key down.

0

Power

» 2. Select each of the following items in sequence:

Advanced options

Startup Settings

Change 'Windows startup behavar

» 3. The system reboots. Now select menu item 7.

ignaturz enforcement

> 4. Login as usual and restart the Pilot ONE® Flasher installation program.

6.6.2 Problems after installing the driver

Check the driver in the Device Manager and, if necessary, install it again, if you encounter problems
and the connection is not working properly after installing the driver.
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